[OFFICIAL]

FIRST DRAFT for 
ICC Cybersecurity Issue Brief #1 – Call for Government Action on Cybersecurity 
DRAFT NOT FOR CIRCULATION
	SUMMARY
Despite significant and continuing investments in securing technology and defensive cyber tools, skills and procedures, the global business community cannot bear the growing and destructive consequences of cyberattacks alone. To significantly curb the ever rising trend of cyber threats, urgent and concrete actions are needed by governments both on the national and international fronts. 

The International Chamber of Commerce and its members call on Governments worldwide to:
· Uphold and implement commitments to international law and norms;
· Adopt a multistakeholder approach to inform policies to protect critical infrastructure
· Bolster cross-border cooperation to effectively tackle cybercrime;
· Curtail the proliferation of offensive cyber tools and instruments;
· Support the private sector’s efforts to systematize a prevention first approach.



Introduction
In 2020, the annual cost of cybercrime to the global economy was estimated at a staggering €5.5 trillion, double that of 2015. This represents the largest transfer of economic wealth in history, greater than the global drugs trade.[footnoteRef:2] Non-monetary cybersecurity costs are also on the rise as public opinion becomes acutely aware of, and increasingly concerned, about cyberattacks. In a 2021 report[footnoteRef:3], citizens of the 28 countries surveyed across the globe, stated that their fear of cyberattacks is on par with the fear of contracting Covid19. Similar sentiments were expressed in a separate report[footnoteRef:4], which saw 84% of people interviewed consider the threat of cyberattacks to be on par with the threat of nuclear weapons. [2:  European Commission, JRC Publications Repository - Cybersecurity, our digital anchor (europa.eu), 2021]  [3:  Edelman, Trust Barometer, 2021]  [4:  Digital Peace Now, Cyber Awareness Report, 2020] 

Cyberattacks take many forms. We continue to see wide-scale exploitation of personal technology, focusing on data theft, phishing, and ransomware. However, malicious actors have evolved to target innovations that power the 4th Industrial Revolution with potentially destructive consequences. Cyberattacks on critical infrastructure – rated the fifth greatest risk in the 2020 WEF Global Risk Report 2020 – have become the new normal across sectors as essential as energy, healthcare, and transportation. Such attacks have been seen to affect entire cities and communities.[footnoteRef:5]  [5:  World Economic Forum, Global Risk Report, 2020 ] 

Alarmingly, cybercriminals are not the only actors the business community must defend against, with an increasing number of states investing in destabilizing activities in cyberspace. States increasingly view and consider technology as an area of geopolitical competition, and the number of states with the ability and willingness to conduct sophisticated online attacks has grown steadily. We have seen states or state actors use traditional cyberattacks (such as malware, phishing, MitM, DDoS, for example), and combine them with disinformation campaigns into hybrid threats, which not only impact the economy, but sow mistrust and often weaken social cohesion. These activities have undermined international security and stability, and increasingly jeopardized communities’ ability to seize and leverage the tremendous benefits that cyberspace can generate for economic, social, and political development.
In recent years, several major cyberattacks demonstrated the very tangible and real impact they can have on people. Attacks on hospitals have halted operations in the middle of the pandemic, and the east of the United States was almost ground to a halt due to a petrol shortage when a cybercriminal gang used ransomware to disable the Colonial Pipeline for several days. In early 2020 SolarWinds, a major US information technology firm, was the subject of a cyberattack that spread to its clients and went undetected for months, impacting up to 18 000 of the company’s customers, including Fortune 500 companies and multiple agencies in the United States government. In the first months of 2021, four zero-day exploits were discovered in on-premises Microsoft Exchange Servers, giving attackers access to users’ emails and passwords on affected servers, administrator privileges on the server, and access to connected devices on the same network. It is estimated that 250,000 servers fell victim to the attacks, including servers belonging to around 30,000 organizations in the United States, 7,000 servers in the United Kingdom, as well as the European Banking Authority, the Norwegian Parliament, and Chile's Commission for the Financial Market. These highly publicized events are just a few examples of the barrage of attacks that the private sector faces on a daily basis due to the rapid and pervasive progression of malicious activities. 
Bold and decisive action to curtail these activities is no longer an option, it is a necessity. The private sector invests heavily in developing and deploying secure technologies. Some expect that spending on cybersecurity will surpass $150 billion in 2021, an increase of 12.4% over last year.[footnoteRef:6] In addition businesses support, collaborated on, and launch initiatives to promote norms for responsible uses of technology, such as the Global Forum on Cyber Expertise, the Cybersecurity Tech Accord, The Paris Call for Trust and Security in Cyberspace or the Internet Society MANRS initiative, to name a few.  However, despite these significant efforts, the business community continues to be left exposed to unacceptable and growing criminal and state sponsored malicious cyber activities.  [6:  https://venturebeat.com/2021/07/18/what-to-expect-for-cybersecurity-investment-as-we-emerge-from-the-pandemic/] 

Governments must take action to help reverse the tide of deteriorating cybersecurity conditions. This Issue Brief aims to shine a light on (i) the expanding cybersecurity threat landscape that businesses must contend with, (ii) the wider economic and social impact of cybersecurity threats on the business community and communities more widely, and (iii) the urgent steps that governments must take to curb cyber threats and shield their citizens and economies from the destructive consequences of cyberattacks.
Part 1: An expanding cybersecurity threat landscape for businesses
Malicious cyber activity continues to rise in both scale and complexity. The impact of these attacks on businesses and individuals has become so pervasive that cyber threats are now a top concern[footnoteRef:7] of CEOs globally. State-sponsored operations like the 2020 SolarWinds hack and the 2021 attack on the Microsoft Exchange Server or the growing list of non-state cyber incidents are stark reminders of the urgent need to protect our businesses, our communities, and our future economy, from cyber related threats. [7:  PWC, CEO Survey, 2021] 

Whilst there are multiple cyberattack vectors, ransomware has dominated the last 24 months and in 2021 has reached the top of both business and political agenda. As the cyber domain becomes increasingly more complex, threat actors can leverage this to conduct offensive operations with almost complete deniability. The ability to operate in increasing obscurity is also encouraging a growth in more destructive cyberattacks. Malware such as Wiper (designed to wipe an entire hard drive), the growth in multifaceted attacks (which sees a ransomware attack being followed by a DDoS attack), or data leakage to force payment, and a growth in ransomware demands (the largest to date occurred in 2021 and stood at $70 million USD) are all indicative of increasingly confident adversaries in the cyber domain.
Ransomware is one of the most pervasive threats[footnoteRef:8] facing our businesses, critical infrastructure providers, supply chains, schools, hospitals and communities. On-average there is one ransomware attack on businesses every 11 seconds. Every 40 seconds, one of those attacks proves to be successful[footnoteRef:9] and no attack is the same.[footnoteRef:10] [8:  WSJ, FBI Director Compares Ransomware Challenge to 9/11, 2021]  [9:  Blackberry, White Paper Ransomware Prevention, 2021]  [10:  Sophos, Relentless REvil, revealed: RaaS as variable as the criminals who use it , 2021] 

Crucially, once a victim is hit by ransomware, there is little that can be done. In 2021, the average pay-out by a mid-sized organization that fell prey to a ransomware attack was $170,404 with a total average cost to recover from a ransomware attack at $1.85 million[footnoteRef:11]. As Lindy Cameron[footnoteRef:12], CEO of the UK’s National Cyber Security Centre noted recently “turning up to a ransomware incident … feels like the fire service turning up to a house that has already burned down. There might be some forensic evidence that the police might pursue… But these groups know what they’re doing, and that hardly ever happens. Often, it’s a case of rebuilding from scratch.” [11:  Sophos, State of Ransomware Report, 2021]  [12:  UK NCSC, 2021] 

More than 350,000 new malware variants[footnoteRef:13] are released every day, offering hostile cyber actors nearly unlimited options of offensive cyber capabilities (OCC). In addition to the increase in the frequency and complexity of attacks, incidents are also proving to be more costly at a staggering $4.24 million per incident on average in 2021, a 10% year on year increase.[footnoteRef:14] [13:  AV-TEST Institute, 2021]  [14:  IBM, Cost of Data Breach Report, 2021] 

The growth in OCC has been spearheaded by the proliferation of both tools and services offered throughout the dark web. Consequently, an increase in ransomware attacks has been further exacerbated by a new model known as Ransomware-as-a-Service[footnoteRef:15] (RaaS), where sophisticated cyber criminals provide easy off-the-shelf access to ransomware tools to any individual or group at low cost. This has significantly lowered the barriers to entry into this lucrative criminal market[footnoteRef:16], fuelling an increase in attacks and increasing the potential destructiveness of attacks as inexperienced attackers are given access to extremely sophisticated tools. This increase has come at a time when almost 4 million cybersecurity jobs are unfilled globally[footnoteRef:17] and cyber insurance rates are soaring by up to 40%[footnoteRef:18], creating an unfavourable landscape for businesses in the face of ever increasing and sophisticated cyberattacks.  [15:  Blackberry, Threat Report, 2021]  [16:  Washington Post, Global Losses Cybercrime Skyrocket, 2021]  [17:  HDI, The cybersecurity skills gap, 2020]  [18:  Reuters, Cyber reinsurance rates rocket, 2021] 

Proliferation is compounded by the lack of effective regulatory and policy counter measures, particularly at the nation state and international level. With a general easing of the “barrier of entry” to OCC, particularly with the “as a service” model, the cyber domain is likely to become more unstable, congested, connected, and cluttered. 
The proliferation of OCC and the level of access to OCC risks destabilizing geopolitics further. The traditional international understandings are at risk of being undermined as nation states attempt to combat and limit the impact of cyber activity. This task is becoming increasingly harder to achieve as more and more of our lives become connected in some way, from smart homes, smart factories and now smart cities, the world has never been so well connected, creating a significant attack surface for cyber aggressors and challenging international norms. The high level of connectivity and tightly woven set of interdependencies between critical infrastructures is creating more threats and vulnerabilities than ever before. With a projected 67 billion IoT endpoints[footnoteRef:19] expected to exist by 2025, the attack surface to our critical IoT infrastructure has never been so great, nor grown at such an exponential rate.  [19:  Professional Security, IoT Scale, 2021] 

Increased interconnectivity also creates a larger attack surface. Coupled with the proliferation of OCC, it is likely that cyberattacks will become more destructive and more difficult to attribute, which will further blur the line between nation state and criminal type activity. It will no longer be the case that sophisticated attacks are the preserve of nation states. This will ultimately create further confusion, allowing cyber threat actors to conduct more attacks amid a “fog of war”. Targets will also be impacted by this blurring. The NotPetya attack in 2017, designed to impact Ukrainian targets, quickly spread across the globe, impacting multiple companies, and costing over $10 billion USD globally. The concept of collateral damage will likely become an increasingly used term as cyberattacks go beyond their initial target due to the level of connectivity globally.
Part 2: Assessing the economic and social impact of cybersecurity threats
Cyberattacks destroy economic opportunity, stifle economic growth and are responsible for substantial job losses across all economies, with an estimated 60% of small companies going out of business after a cyberattack[footnoteRef:20]. A recent report by the Joint Research Centre (JRC), the European Commission's science and knowledge service, cites the cost of cybercrime at EUR 5.5 trillion, up from EUR 2.7 trillion in 2015.[footnoteRef:21]  As the type and diversity of cyberattacks increase, businesses are increasingly recognizing the monetary impact of both direct as well as indirect economic costs so the EUR 5.5 trillion estimate is likely to further increase over time. Should this trend remain unaddressed, we can reasonably expect another doubling of this cost to EUR 11 trillion by 2030, corresponding to the combined nominal GDP of Germany, France and Japan. [20:  US SEC, The Need for Greater Focus on the Cybersecurity Challenges Facing SMEs, 2015]  [21:  JRC, Cybersecurity, our digital anchor, 2020] 


Cyber incidents can potentially lead to several different types of losses, including damages to tangible and intangible assets, losses related to business disruption and theft, as well as various forms of liability to customers, suppliers, employees, and shareholders.[footnoteRef:22]  It is estimated that the direct costs associated with intellectual property (IP) theft and financial crime account for two thirds of current monetary losses, but the indirect costs associated with these crimes are increasingly being captured and recognized. [footnoteRef:23] A 2020 report by McAfee based on a survey of over 1500 companies noted the following examples of indirect costs to organizations impacted by cybercrime:[footnoteRef:24] [22:  OECD, Enhancing the Role of Insurance in Cyber Risk Management, Chapter 2 Types of Cyber Incidents and Losses, 2017]  [23:  McAfee, The Hidden Costs of Cybercrime, 2020]  [24:  McAfee, The Hidden Costs of Cybercrime, 2020] 

1. System downtime: downtime is a common experience for around two thirds of respondents’ organizations. The average cost to organizations from their longest amount of downtime in 2019 was $762,231. 33% of survey respondents stated IT security incidents resulting in system downtime cost them between $100,000 and $500,000. 
2. Reduced efficiency: As a result of system downtime, organizations lost, on average, nine working hours a week leading to reduced efficiency. The average interruption to operations was 18 hours. 
3. Incidence response costs: According to the report, it took an average of 19 hours for most organizations to move from the discovery of an incident to remediation. Many security incidents can be managed in-house, but major incidents can often require outside consults with high rates that form a significant portion of the cost of a large-scale incident. 
4. Brand and reputation damage: The cost of rehabilitating the external image of the brand, working with outside consultancies to mitigate brand damage, or hiring new employees to prevent against future incidents is part of the cost of cybercrime. 26% of the respondents identified damage to their brand from the downtime they experienced because of a cyberattack. 
Looking beyond monetary losses, the social impact of cyberattacks, though harder to detect and quantify, is no less significant. In many ways, it can be more insidious and far-reaching as it drives behaviours which compound the impact of all other factors over time and cannot always be detected immediately or measured statistically. The social impact of cybercrime manifests itself in three principal, inter-related dimensions of behaviour: (i) the psychological reactions of individuals, (ii) the change in organizational behaviours, and (iii) the non-monetary, real-world effects on large segments of society. 
1. The psychological reactions of individuals – The  psychological effect of cybercrime on individuals, both potential and actual victims, can lead to anxiety, worry, anger, outrage, and depression resulting in a cynicism toward, withdrawal from or a reluctance to engage with digital technologies and wider technological innovation. A recent report concerning COVID-affected attitudes toward technology notes that 2 out of 3 Americans expressed concern that their information would be breached during the 2020 holiday season.[footnoteRef:25] A report based on survey responses from 3,264 consumers in the United States, United Kingdom, France and Germany noted a quarter of consumers said they would completely stop engaging with a brand that experienced a breach. [footnoteRef:26] 78% of respondents would stop engaging with a brand online and more than one third (36%) would stop engaging altogether if the brand had experienced a breach. Nearly half (49%) would not sign up and use an online service or application that recently experienced a data breach. Almost half (47%) have made changes to the way they secure their personal data because of recent breaches and over half (54%) are more concerned with protecting their personal information today than they were a year ago.[footnoteRef:27]  As businesses (and governments) increasingly provide goods and services via online channels and rely on cyber-physical connection to enable public services, the long shadow of cyber threats may dissuade many individuals from engaging with private and public sector entities. [25:  Generali Global Assistance, 2 in 3 Concerned About Data Breaches During The Holiday Shopping Season This Year, 2020]  [26:  Verizon, Why is the social impact of cyber security important to business? , 2020]  [27:  Ibid.] 

2. The change in organizational behaviours: In recent years, organizations of all shapes and sizes have become profoundly aware of the potential negative impacts of cyberattacks. In addition to the obvious monetary and proprietary losses, legal exposure and regulatory sanctions, organizations recognize the potential damage to the reputation and the loss of trust from customers and business partners in the supply chain, which result in declining sales and profits. A recent study reviewed 40 data breaches at 34 companies listed on the New York Stock Exchange and found that the share prices of compromised companies fell an average of 3.5% following an attack.[footnoteRef:28] As such, the increase in cybercrime, and cyber incidents more broadly, has driven organizations to recognize that their cybersecurity posture is an existential concern and have begun to invest in improving it. Though the degree of cybersecurity preparedness varies broadly across industry sectors and organizational size, in general, this is an improving trend. Many organizations have changed how they collect and store information to ensure that sensitive information is not vulnerable. Customers are also more interested in knowing how the businesses they deal with handle security issues, and they are more likely to choose businesses that are up front and vocal about the protections they have installed. We should expect to see these trends continue and increase in the near future.  [28:  Comparitech, How data breaches affect stock market share prices, 2021 ] 

However, efforts to mitigate cyber risks have led to specific business practices that preclude companies from reaping the full benefits of going digital. For example, some companies have chosen to shut down or scale down their online stores out of concern that they cannot adequately protect themselves from cyberattacks. These trends (i.e., investment in new tools and skills, or withdrawal from online operations) will continue to incur significant costs or lost opportunities for businesses, and unfortunately, will often prove insufficient to ward off increasingly multifarious and sophisticated cyber threats.
3. The non-monetary, real-world effects on large segments of society: In addition to the economic impacts of large-scale cybercrime discussed above, there are other effects which, though not necessarily measured in monetary terms, greatly influence society by disrupting the normal activities of life. In addition to the well-known incidents of recent months, such as SolarWinds, Microsoft Exchange Server and the Colonial Pipeline, which had consequences such as compromising data, preventing system access, or causing shocks to the energy supply chain, more localized events have demonstrated the paralyzing effects of cyberattacks, regardless of scale.  In 2019, 22 towns in Texas sharing a software vendor were the target of a ransomware attack. The malicious actors asked for a ransom of $2.5 million for the restoration of administrative services, and residents of these towns could not access records or pay utility bills while under siege.[footnoteRef:29] On 10 September 2020, the University Hospital Düsseldorf (UHD) experienced a cyberattack that led to gradually failing systems and data access, forcing the hospital to de-register from providing emergency care and incoming patients being diverted to other hospitals. The incident made headlines globally, as a woman who needed urgent admission had to be sent to another facility roughly 30 km away. This resulted in her treatment being delayed and contributed to her death. It would take the hospital almost two weeks to restore essential services and allow emergency care to re-open, and many more weeks to become fully operational again.[footnoteRef:30] [29:  Verizon, Why is the social impact of cyber security important to business? , 2020]  [30:  University of Hamburg, The Düsseldorf Cyber Incident, 2020 ] 

The trends described above make it clear that, while business investment in prevention and defensive capabilities is essential, the private sector alone is unable to properly shield itself (and the communities it helps sustain) from the destructive effects of cyberattacks. The private sector will continue to bear the brunt of these attacks until governments take more assertive and ambitious action to curtail cybersecurity threats. Cybersecurity is a shared responsibility between the private and public sectors, and both must work together to curb threats and mitigate risks. The following section sets out the necessary actions that governments must take to lessen the prevalence and proliferation of cyberthreats and build a more secure cyberspace for communities to thrive.
Part 3: Call for governments to fully implement international and national instruments and for ambitious and concrete actions
1. Governments must uphold commitments to international law and norms of responsible state behaviour in cyberspace: In 2021, the United Nations (UN) Open-Ended Working Group (OEWG) and the Group of Governmental Experts (GGE) on cybersecurity adopted two reports that outlined expectations for nation-state behaviour in cyberspace. Amid a flood of disruptive and damaging cyberattacks around the world, this development is welcome, as it comes after several years of states unable to come together to address these critical challenges. Time has come to implement these norms and ensure effective compliance and holding non-compliant states accountable. A potentially useful tool is the survey of norms implementation[footnoteRef:31] proposed by Australia, Mexico and other states that encourages governments to assess and report on how they are implementing their commitments.  [31:  DFAT, Joint OEWG Proposal, 2020 ] 

These most recent UN frameworks however are not operating in a vacuum, but are building on previous agreements, such as the 2015 GGE report[footnoteRef:32], as well as other bilateral and multilateral commitments in this space.  [32:  UN, GGE Report 2015 ] 

2. Governments must bolster cross-border cooperation to effectively tackle cybercrime: Importantly, the UN OEWG and GGE are complimentary to existing commitments on curbing cybercrime, such as those enshrined in the Budapest Convention on Cybercrime[footnoteRef:33]. A globally coordinated approach to sharing information on and tackling cybercrime is essential. Cyber criminals are not confined to national borders, yet legislative and regulatory powers only apply to defined jurisdictions such as a nation or region. This makes it all the more important for law enforcement to have the ability to share information and collaborate to bring them to justice, with appropriate safeguards. The Budapest Convention creates a framework to support this exchange of information, however states need to ensure its execution is well resourced and supported domestically.  [33:  Council of Europe, Budapest Convention, 2001] 

In addition to upholding their commitments under the Budapest Convention, governments must further engage in a coordinated, multi-lateral approach to combat the ever-growing risk of ransomware and other cyberattacks. In May 2021, G7 leaders pledged urgent collective action against ransomware at the G7 Summit[footnoteRef:34], and 30 NATO allies[footnoteRef:35] announced a Comprehensive Cyber Defence Policy that represents a common front against those who perpetrate cyberattacks.  [34:  G7, Joint Actions on Forced Labor in Global Supply Chains, Anticorruption, and Ransomware, 2021]  [35:  NATO, Brussels Summit Communiqué, 2021 ] 

Governments must now act on implementing these commitments by investing in our collective security. Nefarious actors will strike wherever there is a vulnerability, security gap and/or an incentive. As such, a united front among leading nations will be critical to bolstering global cyber defences. An important aspect of this could be highlighting norms violations. The attribution of a cyberattack to a state that is in violation of international norms should always include an explicit and direct articulation of which norm was transgressed and how. Where reasonable, greater transparency in the underlying information used in drawing those conclusions will lend the attribution greater credibility and further strengthen the recognition of norms.  
3. Governments must implement and enforce legal instruments that deter malicious cyber activity: National legal regimes must provide states with the tools necessary to effectively combat cyber threats, and protect their businesses and communities from an ever growing ecosystem of affiliated and unaffiliated threat actors with both political and criminal objectives. Turning the tide against escalating cyber conflict will require states to go beyond high-level commitments and focus on their implementation within individual national contexts. In fact, it would require even more: ensuring that malicious criminal actors that break the rules are held accountable. 
The work at the UN so far has laid an invaluable foundation by establishing and reinforcing norms for responsible state behaviour online, such as the 11 norms adopted in the 215 UN GGE, but the dialogue cannot stop here. Going forward, we need to work together as a global community to ensure that malicious actors are brought to account. If lines are crossed, norms broken and international laws violated, there should be consequences. Undermining the security of ICT supply chains, attacking healthcare organizations, threatening energy transportation, and jeopardizing food resources cannot become the kinds of activities that are normalized due to inaction.
4. Governments must curtail the proliferation of offensive cyber tools, instruments and cyberweapons: Counter proliferation policy options in cyberspace are underutilized. As offensive cyber capabilities continue to proliferate with increasing complexity and to new types of actors, the imperative to slow and counter their spread only strengthens. But to confront this growing challenge, policymakers must understand the processes and incentives behind it. The issue of cyber capability proliferation has often been presented as attempted export controls on intrusion software, creating a singular emphasis on malware components. There is an urgency to develop international and coordinated national policy tools that aim to curtail the proliferation of OCC. 
There is an urgent need for governments to more broadly understand cyber proliferation as the proliferation of multiple capabilities. This would give policymakers enough granularity to craft feasible counterproliferation policies. Understanding the way that criminal markets, governmental agencies, and private Access as a Service (AaaS) groups offer and build state-of-the-art products for conducting offensive cyber operations also allows policymakers to target a specific subset of actors without damaging the cybersecurity industry as a whole. Specifically, uncovering the role AaaS groups play in proliferating offensive cyber capabilities will help drive more effective counterproliferation policy. 
5. Governments must adopt a multistakeholder approach to inform policies and protect critical infrastructure: States should also view these UN developments as a call to action – with the recognition that they cannot do it alone. While governments have unique responsibilities in implementing above-mentioned agreements and protect business and civil society from foreign and domestic cyber-threats, the shared nature of cyberspace requires collaboration between and across stakeholder groups to protect the safety and integrity of the cyber space. Multistakeholder action is critical across rules development, capacity building, and implementation. For example the Global Forum for Cyber Expertise (GFCE) can act as a resource for states, coordinating regional and global cyber capacity projects and initiatives; sharing knowledge and expertise by recommending tools and publications; and matching individual needs for cyber capacities to offers of support from the community. 
The ICT infrastructure is largely built and maintained by the private sector, so deliberations on peace and security in cyber space need to be inclusive of non-governmental voices. The above-mentioned UN reports also highlight the need to protect critical infrastructure. With that in mind, states should prioritize these essential sectors for their cybersecurity investments and leverage widely-recognized international standards and practices to create their national cybersecurity frameworks. This will ensure that they create a consistent baseline for international cooperation and a clear point of reference for improvement and innovation over time. Expressly recognizing these sectors as needing protection will drive greater investments in their security, but it should also be seen as a red line for malicious behaviour, which - when crossed - will trigger consequences.  
The joint proposal for the establishment of a Programme of Action for advancing responsible State behaviour in cyberspace, as presented by the delegations of Egypt and France to the OEWG with the support of numerous others, is a promising way forward to establishing a UN forum to consider the use of ICTs by States in the context of international security as well as to ensure that the practice of multistakeholder consultations the OEWG has implemented so far continues to be part of all UN work in this area.
Role of business and shared collaboration: 
While actions by governments must be taken to minimize risks, industry also needs to also ensure preventive actions.  In particular, given the focus of this document, the security of the software supply chain and critical infrastructure protection are of strategic importance.
Improve the security of software supply chains. The software supply chain involves a complex web of dependencies with numerous third-party developers and components. In many cases users of ICT systems have little knowledge of the software components that are embedded in their control systems. The pervasiveness of open-source software is one compelling reason why this is so critical. By some accounts, the average software application depends on more than 500 open source libraries[footnoteRef:36] and components. Experts indicate that more than 90%[footnoteRef:37] of commercial applications contain outdated or abandoned open-source components. . Governments and software developers should collaborate to increase the transparency of the software supply chain for critical infrastructure and devices. While doing so governments need to ensure that software developers’ intellectual property and trade secrets are protected and hat source code disclosure of proprietary software is not mandated.  Vulnerability disclosure by software developers must ensure principles of responsible and coordinated disclosure such as the CERT® Guide to Coordinated Vulnerability Disclosure.[footnoteRef:38] This will help developers, manufacturers, and critical infrastructure operators monitor software components for vulnerabilities, manage supply chain risks, and decommission products that have a history of security, performance, or reliability issues. Timely and appropriate incident reporting, if carefully crafted, has the potential to be a helpful policy lever.[footnoteRef:39]  [36:  Synopsis, Open Source Security and Risk Analysis Report, 2021]  [37:  Synopsis, Open Source Security and Risk Analysis Report, 2020]  [38:  Carnegie Mellon University Software Engineering Institute, The CERT Guide to Coordinated Vulnerability Disclosure, 2019]  [39:  Information Technology Industry Council, Policy Principles for Security Incident Reporting in the U.S., 2021] 

Improve the security of critical infrastructure through dedicated security frameworks. For instance, the National Institute of Standards and Technology (NIST) created a Cybersecurity Framework[footnoteRef:40] to improve critical infrastructure cybersecurity for the U.S. government and the private sector. This voluntary framework was created based on existing standards, guidelines, and practices for organization to better manage and reduce cybersecurity risk. The NIST Cybersecurity Framework is composed of three main components: Framework Core, Implementation Tiers, and Framework Profiles. The Framework Core has five functions: Identify, Protect, Detect, Respond, and Recover. The Framework Core enables effective communication between multi-disciplinary teams. The purpose of the Framework Implementation Tiers is to ensure that cybersecurity risk decisions meet organizational goals and are feasible to implement. The Framework Profiles are intended to create alignment of organizational requirements, risk appetite, and resources to desired outcomes identified in the Framework Core. These three framework components work together in an effort to achieve cyber resiliency by aligning cyber risk management and increase information sharing between the government and private sectors. [40:  US NIST, Framework for Improving Critical Infrastructure Cybersecurity, 2018] 

Conclusion
The destructive effects of cyberattacks have reached dramatic proportions and will continue to worsen failing bold and decisive, globally coordinated action from governments and the broader multistakeholder community. Businesses and the communities they help sustain are in dire need of effective remedies that will mitigate cybersecurity risks and lessen the impact of cyberattacks. The aggregation of economic and social costs, coupled with the increasing volume of these levels has led to a positive trend towards long overdue, yet still critically insufficient, focus on cybersecurity by governments. 
Governments are primarily responsible to protect their citizens from foreign and domestic, affiliated and unaffiliated threat actors with both political and criminal objectives, which also applies in  cyberspace. Decisive action from governments to styme cyber threats and broad multistakeholder collaboration will help bolster economic confidence, prevent disruptions in global trade, and ensure a more secure cyber environment where businesses and communities can thrive.
Crucially, increased government action must be based on broad multistakeholder dialogue so as to find an appropriate balance and not hamper entrepreneurialism and innovation. Governments must also seek to harmonize and align to the greatest degree possible any actions taken to effectively address these evolving issues. 
This document has raised the urgency of government action under five areas of that can, if implemented, help make tangible progress on the ground. It also noted the necessity of private-public collaboration and the crucial role of the private sector to continuously invest in the security of technologies and supply chains. Subsequent papers will provide further detail and guidance on concrete actions to be taken by governments, as well as highlight current and recommended initiatives from the private sector, focusing especially on the implementation of international norms, the reduction of cybercrime, and the protection of critical infrastructure.
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