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Introduction
[●]
Definitions
The following terms are used throughout these Guidelines: 
Enterprise means any entity engaged in business and other economic activities, whether or not organised for profit, including any entity controlled by a state or territorial subdivision thereof; it includes a parent and its controlled subsidiaries.
Guidelines mean the present ICC Guidelines on Whistleblowing.
Reporting Person means any person who reports a Wrongdoing.
Retaliation means any direct or indirect punishment, retribution or disadvantage, which is prompted by internal or external reporting, to the Reporting Person or the legal entity that the Reporting Person owns, works for or is otherwise connected with in a work-related context.
Wrongdoing means misconduct of whatever kind in the context of the workplace, such as, but not limited to, the breach of national or international law or legal obligation, fraud or corruption, human rights violations, harassment or discrimination in the workplace, or other breach of the code of conduct or the code of ethics, or any other integrity standard, of the Enterprise.
Whistleblowing means the reporting about perceived Wrongdoing by the Enterprise or certain individuals related to the Enterprise.  
Whistleblowing System means Enterprise-wide effective mechanisms, principles, rules and procedures relating to Whistleblowing.
Whistleblowing System
Enterprises are encouraged to establish, within their organizations and as an integral part of their integrity programmes, a Whistleblowing System, commensurate with their size and resources. 
The Whistleblowing System must comply with all the applicable laws and regulations of the country in which the Enterprise operates and ensure the integrity of the whistleblowing process and protection of the Reporting Person, notably by abiding by the highest ethical standards, employing competent staff and deploying appropriate technology.
Appropriate communication channels should be available to all employees of the Enterprise, including part-time employees and fixed-term contract employees, together with clear and easily accessible information about the communication channels and the procedures for Whistleblowing. A whistleblowing system should be easy and safe to use.
The Whistleblowing System should be designed to ensure that the identity of the Reporting Person is not disclosed to anyone, without the explicit and informed consent of that person, beyond the authorised personnel competent to receive or follow up on reports. This shall also apply to any other information from which the identity of the Reporting Person may be directly or indirectly deduced. The information may be disclosed only where this is a necessary and proportionate obligation imposed by law.
The Whistleblowing System shall encourage reporting through internal communication channels before reporting through external channels or public disclosure, unless external reporting is mandatory under applicable law or is necessary or advisable for any relevant reason. The rights of the whistleblower to report externally, e.g., to relevant competent authorities, should be made transparent by the Enterprise from the outset.
Additionally, each individual Enterprise should evaluate, taking into account the applicable law of the country in which a Whistleblowing System will be put into place:
whether reporting under the Whistleblowing System should be made compulsory or voluntary, and whether it should be incentivised e.g., by offering a reward
whether reporting can be done anonymously, and
whether to enable reporting by third parties. 
Enterprises should consider providing a variety of communication channels for whistleblowing and cater for different preferences and abilities of potential reporting persons, combining oral and written communication, such as telephone-based communication (toll free call helplines or hotlines), digital communication (e-mail or webform) or any other tool which is fit for whistleblowing or for reporting in person directly to the responsible staff. Enterprises should endeavour to make communication channels available in multiple languages, depending on the countries of operations, and integrate these channels in the Enterprise’s normal tools for communication.
Irrespective of whether the Enterprise decides that reporting is made on a voluntary or compulsory basis, its employees should be educated on when to report and why. It is normally advised to encourage persons to submit a report at the earliest stage possible when there is a reasonable suspicion of Wrongdoing or risk of harm. 
If it is decided to allow for an anonymous Whistleblowing System, the Enterprise should take into account the legal and cultural environment of the countries where it operates, as well as issues relating to the protection of privacy and the risk of abuse of the process.
Enterprises should consider making their reporting channels available to their third parties, i.e. any person, business partner or stakeholder whose proximity with the enterprise should make him/her especially qualified to identify misconduct, such as any self-employed person providing services to the Enterprise, freelance workers and persons engaged through agencies, contractors, subcontractors and suppliers, and any shareholder, director, officer, managers agent and representative of the Enterprise. 
Scope 
The Whistleblowing System should seek to have a broad application
A Whistleblowing System can receive any report about Wrongdoing, whether actual or potential, established or reasonably suspected, which could seriously harm the Enterprise or the group if no remedial action is taken.
The Enterprise should establish procedures for handling whistleblowers’ reports of whatever kind in the context of the workplace, such as, but not limited to, the breach of national or international law or legal obligation, fraud or corruption, human rights violations, harassment or discrimination in the workplace, or other breach of the code of conduct or the code of ethics, or any other integrity standard, of the Enterprise.
The Enterprise may further consider whether to guide employees to use the Whistleblowing System for asking questions or consult on compliance issues and/or alert the Enterprise to general risks of danger to health, safety or the environment. Note that whistleblower systems are generally not suitable for dealing with emergencies.
Whistleblower protection 
Reporting Persons should be protected from retaliation.  All Reporting Persons should be protected against any form of Retaliation, whether direct or indirect, taken, encouraged or tolerated by the Enterprise or by any customer, recipient of services, supplier, contractor or by any other business partner of the Enterprise. In particular, the future employment, remuneration and career opportunities should not be put at risk of harm by the act of reporting. 
Threats or attempt of retaliation typically include - and should therefore be safeguarded against - dismissal, suspension, disciplinary action, coercion, intimidation, harassment, discrimination, blacklisting, business boycotting, early termination or cancellation of a contract, license or permit, loss of business, loss of income, or any other harm or victimization to be caused as a consequence of the reporting process.
The protection against retaliation may at times also be considered as applying to colleagues or relatives of the Reporting Person and/or to any person who assists the Reporting Person in the reporting process.
Whilst the Reporting Person should not be expected to evidence wrongdoing, the whistleblowing report should be made diligently and with reasonable grounds in light of the circumstances and the information available to the Reporting Person at the time of reporting. A Reporting Person, whose report is not reasonably seen to meet such standard, should forthwith be told so and such report should be disregarded. If there is evidence of abuse of the process in the reporting disciplinary action may be envisaged.
Roles and responsibilities
Enterprises should appoint high level personnel of unblemished reputation and relevant work experience to be in charge of the management and administration of their Whistleblowing System. These personnel should be given a large degree of autonomy and independence and should report to the highest echelon possible within the Enterprise.  The designated recipient of Whistleblowing reports must be trustworthy.
An Enterprise may designate an external person or firm for receiving and handling Whistleblowing reports. Such person or firm should be independent and of unblemished reputation, and should offer appropriate guarantees of professionalism and confidentiality.
Enterprises shall ensure that, where a report is received through internal channels other than the designated reporting channels or by personnel other than those responsible for handling reports, the personnel who receive the report are prohibited from disclosing any information that might identify the Reporting Person or the person concerned, and that they promptly forward the report without modification to the personnel responsible for handling reports.
Management of the report
Any Whistleblowing report must be timely and diligently:
acknowledged, recorded and screened, and
investigated or otherwise addressed, under strict confidentiality rules, by an appropriate person, department, or unit. 
The designated person, department or unit may be the same as the one who received the report. However, any decisions about disciplinary actions or remedial measures should not be taken solely by the same person who has received the report and/or managed the investigation. 
To the extent that it is legally possible, and within a reasonable timeframe, the main results of the investigation and the measures envisaged or taken as follow-up to the report should be appropriately communicated as feedback to the Reporting Person.
The person whose behaviour has been reported should also be informed of the main object of the report, unless such information would be considered detrimental to the investigation or prohibited by law. In any case, and to the extent permitted by law, this person’s presumption of innocence and rights of defence, hearing and access to the file shall be respected.  The person, department or unit in charge of the investigation should determine, on a case-by-case basis, when and how this should be made.
Enterprises should maintain, to the fullest extent possible and at all times, the confidentiality of the data revealed through the Whistleblowing System, and the identity of the Reporting Person, subject to overriding legal requirements, and should protect such data with the most appropriate means and technology pursuant to any applicable data privacy rules. No data or report should be kept for longer than it is necessary and proportionate to comply with applicable laws and regulations.
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